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Welcome to Issue 3!

The third issue of the ASPR TRACIE newsletter, The
Exchange, focuses on healthcare facility preparedness
for—and response to—no-notice events. Active shooter
rumors and actual mass shootings have increased in
frequency (e.g., at the Pulse nightclub in Orlando, a
county facility in San Bernardino, and during a protest in
Dallas) and have emphasized the need for healthcare
facilities to make no-notice events a substantive part of
their all-hazards planning. ASPR TRACIE had the honor
of working closely with subject matter experts to gather
the most current information on this critical topic. We
are also working closely with our Centers for Medicare
& Medicaid Services (CMS) colleagues to provide you
with the best and most relevant information possible

to implement the newly released CMS Emergency
Preparedness Rule. Our newest publication, CMS
Emergency Preparedness Rule: Resources at Your
Fingertips, provides readers easy access to materials
that can help them comply with the Rule. But that’s

not all—we just celebrated our one-year anniversary,
and we continue to release new Topic Collections and
respond to a variety of requests for technical assistance.
Your feedback is what makes us successful—please
contact us with comments, questions, technical
assistance needs, and resources to share.

We are truly thankful for and look forward to

our continued collaboration. The entire ASPR
TRACIE Team hopes the upcoming holiday season
brings you the gifts of peace, hope, and joy.

Shayne Brannman, Director,
ASPR TRACIE

John L. Hick, MD, Senior Editor
The ICF ASPR TRACIE Team:

Meghan Treber, Project Director

Audrey Mazurek, Deputy Project Director

Corina Solé Brito, Communications Manager and
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Foreword
“Lockdown at Denver Hospital Lifted After Reports of Gunfire.”

“Paramedics in Orlando Shooting Recall Hearing Gunfire,
Being Thrust Into Chaos.”

“Children’s Hospital Evacuated After Threats Received.”

Some of you have likely been affected by reports of active
shooters in or near your facilities, and an unfortunate number
of you have experienced an actual event. Regardless of

the outcome, no facility is immune, and responding to this
type of threat (or no-notice event) takes significant time and
energy. A response effort is likely to disrupt facility operations,
potentially putting lives at risk and inconveniencing patients
and staff. Managers from healthcare, security, and local law
enforcement play vital roles in educating staff and helping
them prepare for and respond to active shooter incidents.
Other facilities in the jurisdiction as well as healthcare
coalitions can provide surge assistance when possible. This
issue of The Exchange highlights lessons learned from two
recent attacks and includes an article on how the new Health
Care Preparedness and Response Capabilities emphasize
response. The report Incorporating Active Shooter Incident
Planning Into Health Care Facility Emergency Operations
Plans, from the Assistant Secretary for Preparedness and
Response (ASPR), can help you prepare for and respond

to these incidents. And the recently updated ASPR TRACIE
Hospital Surge Capacity and Immediate Bed Availability
Topic Collection includes annotated resources reviewed and
approved by a variety of subject matter experts. At ASPR, we
not only try to provide you with helpful information that makes
your work easier and helps you secure your staff, patients,
and visitors, but we are also improving our internal processes
to ensure that we can protect our workforce and continuity of
programs. In fact, we are currently in the process of becoming
accredited by the Emergency Management Accreditation
Program to effectively prevent, prepare for, mitigate against,
respond to, and recover from all-hazards incidents. We

hope this information makes your work easier and helps you
secure your staff, patients, and visitors. Please don’t hesitate
to reach out to the ASPR TRACIE Assistance Center with
additional best practices or ways you have addressed this
issue, so others may benefit from your advances. Or if you
require technical assistance or have questions about this
topic, please send your inquiry to askasprtracie@hhs.gov.

As always, we welcome your feedback.

Michael Vineyard,

Deputy Director,
HHS/ASPR/Office of Emergency
Management
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At a Glance

2 Lessons Learned From the Pulse Nightclub
Shooting: An Interview With Staff From Orlando

Regional Medical Center

ASPR TRACIE’s Senior Editor interviewed staff
from Orlando Regional Medical Center three
months after a gunman opened fire at the Pulse
nightclub, killing 49 people and wounding at
least 66. Trauma surgeons and the director

of the hospital’s emergency preparedness
program shared a comprehensive overview of
the attack, including challenges encountered
during the response and lessons learned.

11 Active Shooters: A Hospital Security Director
Reflects on a Decade of Changes

In this article, Jason Berenstein, Director of
Security for Oakland Regional Hospital (MI)
shares how active shooter training helped
him respond to a real-life situation in 2006.
He also shares how the hospital security
field has changed over the past 10 years.

13 New HPP Capabilities Emphasize Healthcare
Response

Dr. John Hick, Melissa Harvey, and Dr. Dan
Hanfling provide an overview of the 2017-2022
Healthcare Preparedness and Response
Capabilities, including how they have changed
to emphasize the importance of community-
based planning and response capabilities and
the development of Healthcare Coalitions.

16 Recommended Resources

17 Upcoming Events
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What’s New With ASPR?

Much has happened since ASPR TRACIE
published Issue 2 of The Exchange, which focused
on Cybersecurity and Healthcare Facilities. The
U.S. Department of Health and Human Services
Health Care Industry Cybersecurity Task Force
called for input from subject matter experts to
improve cybersecurity in the healthcare industry,
and it recently announced the availability of related
funding. Dr. Nicole Lurie continues to lead the federal
response to the water crisis in Flint, MIl, and she
recently oversaw the response to the flooding in
Baton Rouge, LA, and the response after Hurricane
Matthew, all while supporting continued work on

ASPR
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Zika response and research and preparedness
work on future Ebola outbreaks. And finally,
ASPR TRACIE is hosting a webinar on the
2017-2022 Healthcare Preparedness and
Response Capabilities on January 11, 2017,
2:30-3:30 ET—-click here to register and learn
more about the 2017-2022 capabilities, how they
have evolved over time, and what they mean for
you. Interested in more information about how
ASPR is working to strengthen the nation’s ability
to prepare for, respond to, and recover from
emergencies? Visit the ASPR webpage and blog!
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Lessons Learned From the Pulse Nightclub Shooting:
An Interview With Staff From Orlando Regional Medical Center
(Commentary Provided by Dr. John L. Hick)

Abstract: On June 12, 2016,

a gunman opened fire in
Orlando’s Pulse nightclub,
killing 49 people and wounding
at least 66. Dr. John Hick
(ASPR TRACIE’s Senior Editor)
interviewed the responding
trauma surgeons, emergency
physicians, and the director

of emergency preparedness

in charge of Orlando Regional
Medical Center’s response to
this horrific incident to learn
more about their experiences
and lessons learned. The staff
noted several challenges,
including issues related to the
infrequent use of the mass
casualty notification system by
emergency medical services
(EMS) agencies, staff silencing
their cell phones while off-duty,
staff experiencing difficulties
with getting to work (due to
closed roads), the confusion
associated with the rumor of an
active shooter at the hospital,
and the family reunification
process. Despite these
challenges, the staff felt that the
response worked well overall—
due, in part, to conducting
exercises and planning ahead,
they never ran out of supplies
and were able to identify all
patients within 24 hours.
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Orlando Regional Medical Center
(ORMC), the only Level 1 trauma
center in central Florida, manages
more than 85,000 emergency
department (ED) visits annually.
During each shift, there is at least
one trauma attending in-house
(and a back-up), with a team

of four surgery residents and a
Surgical Intensive Care Unit (ICU)
fellow. On June 12, Dr. Chadwick
Smith (Trauma Surgeon and
Director of Surgical ICU) was

the trauma surgeon on duty. Dr.
Gary Parrish (Medical Director

of the ED) was working clinically
and Dr. Michael Cheatham
(Trauma Surgeon, Chief Surgical
Quality Officer, and Chair of the

Department of Surgical Education)
arrived at the hospital shortly
after the incident took place.

John Hick (JH): How did you
first learn about the incident?

Gary Parrish (GP): It was early
Sunday morning and the trauma
bay was quiet, with a few patients
in the waiting room. There were
four graduating senior emergency
medicine (EM) residents working
in the ED and another senior EM
resident working across the street
in the pediatric ED. At around
2:00 in the morning, we heard
many sirens as law enforcement
vehicles traveled down Orange
Avenue, a main thoroughfare in

continued on page 3
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continued from page 2

Orlando. Shortly thereafter, we
received notice from the Orlando
Fire Department (OFD) and the
Orlando Police Department (OPD)
that there was a shooting at a
nearby nightclub with up to

20 victims. It is not unusual

for us to hear about incidents
with potential large numbers of
victims—almost always, it ends
up being fewer. But in this case,
we were concerned because

we heard the police activity
outside the hospital doors.

JH: Is it true that the Orlando fire
station is less than a block from
the nightclub, and they were on
scene almost immediately?

GP: Yes, OFD Station 5 is only
a few yards from the nightclub,
and there was a rapid response
by a large number of emergency
medical providers and law
enforcement personnel.

».

LESSONS LEARNED

FROM THE PULSE NIGHTCLUB
SHOOTING N

» Incorporate mass-casualty alert
systems into regular exercises.

» Work with local law enforcement to
set up alternate routes to the facility
before an incident and include this
information in your facility’s plan.

3
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JH: Does your jurisdiction use
a system to notify hospitals
of a mass casualty incident?

GP: Yes, we have an EMS
software system for notification and
communication of incidents such
as this. The system is designed to
alert hospitals of potential incoming
patients and allow hospitals to
respond with their current capacity
and ability to receive patients. In
the case of mass casualty events,
the system has the ability to keep
facilities updated with ongoing
information. We received initial
notification of mass casualties
from this system around

2:20 a.m. Although other forms of
communication were subsequently
used (e.g., mobile phones, radios,
and landlines), keeping updates
current in the software system

was challenging.

» Use a notification process with
a “hunt feature” to reach as
many employees as possible.

» As possible and practical, work
with law enforcement to ensure
that all areas of the facility are
clear before cancelling an active
shooter code, and address
rumors as quickly as possible.

> “Doe names” can become
challenging to track when there
are a high number of victims.
Consider pre-printing stickers for
beds or simplifying the system.
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JH: Once you realized this was
an extraordinary situation, did
you activate your disaster plan
or did you pull in the trauma
teams and divide duties?

Chadwick Smith (CS): The EM
resident called me and | called
Drs. Ibrahim and Cheatham in. As
patients continued to arrive, | called
the rest of my partners, then the
fellow and residents. At one point,
we thought there was a shooter
in the hospital and everything
was quickly locked down. So staff
couldn’t come in to the ED. They
ended up going to the ICU or
operating rooms and waited until
we could get patients up to them.

JH: It sounds like you mainly
made calls from your cell
phone. Does the hospital
have a notification system?

continued on page 4

» Consider creating a website
that can be activated after
a mass-casualty incident to
facilitate patient identification
and family reunification. If
that is not practical, use an
existing family reunification
tool (e.g., the American Red
Cross’ Safe and Well website).

» Involve local law enforcement
in pre-hospital communication
exercises to prevent related
challenges during an incident.

TRACIE


https://safeandwell.communityos.org/zf/safe/add

continued from page 3

CS: There is a system that
allows us to notify department
heads of each unit, but as far
as getting a hold of partners, it
was up to me at that point.

Michael Cheatham (MC): The
hospital has a mass-casualty
paging system that allows staff

to send messages (including text
messages) to team members.

It was used to help responding
team members get to the hospital
that night. Because the club

was three blocks away from the
hospital, anyone trying to get to
the hospital from the south—like

| was—was unable to reach it
using the traditional path. Staff
had to go through multiple police
roadblocks—as did ambulances—
taking a circuitous route around a
30-block, cordoned-off area that

We activated several
emergency operations plans
in response to this incident:
Mass Casualty Incident Plan;
Hospital Incident Command

System; Lock Down Plan;
and Code Silver (Active
Shooter Plan).

— Eric Alberts
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surrounded the club. Once we had
Hospital Incident Command up and
running, we communicated with
OPD to help determine a safe route
in for team members, and we then
texted this information to the team.

GP: This is one area that | believe
needs improvement. Because
landline phones are falling by the
wayside, and more people are
depending on mobile devices,
people have gotten very effective
at silencing their mobile devices at
night when they sleep. While we do
have a mass electronic notification
system, at 2:00 a.m., there were
still some challenges reaching
staff, even with direct phone calls.
We really need a better notification
process with a “hunt feature”
activated, where the notification
continues by voice and electronic
means until the system receives

a response from an individual.

MC: People tend to leave devices
in their car or in the kitchen. We
received a huge influx of phone
calls and messages at about

8:30 the next morning from

staff recognizing that they had
missed everything. This has led to
tremendous guilt feelings—a lot of
our team members had difficulty
coping with the fact that they were
not available when they were called.

Check out the ASPR publication Incorporating Active Shooter Incident

Planning Into Health Care Facility Emergency Operations Plans for
planning, response, and recovery strategies.

2016 VOLUME 1  ISSUE 3

Since the incident, we
legitimized a need within
our organization for a mass
notification system. This
system would be capable

of notifying and alerting
individual team members,
groups of team members, or
all of our team members. The
system needs to have a hunt
feature that will continue

to send notices through
numerous means until the
receiver acknowledges
receipt of the message.

— Eric Alberts

JH: It sounds like there were
two waves of victims; the first
between 2:00 and 3:00 a.m.
Tell me about the types of
resources in the ED and

how you managed them.

CS: We received about 38 patients
in about 45 minutes. The trauma
team and ED residents and
attendings were there,

Dr. Cheatham and Dr. Ibrahim
came, and they were joined by
the critical care medicine staff—
everyone was triaging patients.

| did the trauma triage and had
my partners take patients to the
operating room. They constantly
reevaluated patients as more
arrived. Nine of the patients in

the first wave had mortal injuries.
After they were pronounced dead,
the triage was less chaotic.

continued on page 5
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continued from page 4

Patients in the ED are arranged

from east to west by level of acuity.

The westernmost portion is the
trauma bay. | spent time circling
the area, trying to get everybody
that needed to go to the operating
room (OR) in the trauma bay and
continually reassessing patients. If
someone was stable in the trauma
bay, they were quickly relocated.

JH: How many ORs were you
able to open right away?

CS: Ordinarily, on a Sunday night,

we are able to run two ORs at once.

We had four ORs up and running
within about 45 minutes and
30 minutes later, we had six going.

GP: One of the major issues was
the proximity of the club to the
hospital. The large maijority of
patients presented in the first

45 minutes or so and those were
the sickest ones. Dr. Smith did an
outstanding job reevaluating and
re-triaging patients to the
operating rooms.

5

the EXCHANGE

JH: Did you get a lot of walk-ins?

GP: This was not a typical mass
casualty incident—we did not
receive many walk-in patients.
Patients arrived by way of police
pick-up truck, walk-ins, and
EMS. The patients that came in
to the ED were incredibly sick.
There were a few that came to
our ED and a few that presented
to other EDs in the city.

JH: After the initial triage
process, at what point during
the initial rush did word come
there might be a shooter in the
hospital, and what did you do?

“These were not the usual
gunshot wounds—these
patients were pale and
diaphoretic and looked

like they were on death’s
doorstop when they came in
because of the high-energy
injuries they had.”

2016 VOLUME 1  ISSUE 3

“There were never any

shots actually fired in the
department—that’s important
to point out—but the fact that
it had been a possibility has

played into the psychological
impact that our team members
have had to deal with—

it hit home.”

CS: The rumor that another shooter
had been brought in as a victim
began circulating at about 3:00 a.m.
(an hour after the first patients
began to arrive). At that time, we
had about eight patients in the
trauma bay, and Dr. Cheatham had
the forethought to barricade the
doors with portable x-ray machines.

MC: In any event like this, there

is confusion. The Code Silver

was implemented and canceled
three times. This was primarily
because OPD and the sheriffs’
department rapidly cleared the ED
using multiple teams with weapons
drawn, going from room to room.
The ED team did a phenomenal
job sheltering in place, but some
team members ignored the Code
Silver and continued going from
room to room to clear victims. To
further add to the confusion, one
person cancelled the Code Silver
not knowing that other areas of the
hospital were still being cleared.

continued on page 6
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continued from page 5

This happened three times, for a
total of about 45 minutes. Once
OPD located the suspected
second shooter (a patient who
had been moved out of the ED
to a room), they lifted the code.

GP: We have to remember, it's in
the deep night and we’ve had a
very violent act a couple of blocks
from the hospital and there is
tremendous death and destruction
rolling through the door. We've
practiced this scenario in previous
drills, so everyone’s aware that a
shooter presenting to the ED as a
perpetrator or patient is a distinct
possibility. Early on, we weren’t
even sure how many shooters
there were at the nightclub,

and everyone saw this as a
definite possibility, and for a few
minutes, there was some serious
concern from team members

that another shooter—or more
than one—could be in the ED.

the EXCHANGE

JH: Are the trauma bays at
ORMC badge accessible
or otherwise secured?

CS: The ED is, but the trauma
bay, located within the ED, is not.

JH: One of the things we struggle
with as a Level 1 trauma center
is how many major procedure
and vascular surgical trays

do we maintain? They take

two and a half hours to turn
around. While you can turn the
OR around rather quickly, the
trays take more time. Did you
encounter similar challenges
responding to this incident?

MC: After the first wave of 38
patients, we had a lull before

the second wave of 11 victims
arrived. During that period of time,
because of the large number of
gunshot wounds to the chest, we
had exhausted our supply of chest
tubes and pleurevacs. But because

2016 VOLUME 1  ISSUE 3

| was part of hospital incident
command, when Chad called me
on the radio, | was able to pull
more supplies out of [the hospital’s]
disaster carts to restock the ED.
We also brought in additional

chest tube trays from the pediatric
hospital located across the street.

JH: Are disaster carts
automatically assigned
to the ED? How are they
put into service?

MC: We have three different
levels of carts—green, yellow,
and red—based on where they’re
supposed to go. Some carts go
to the ED, some go to alternate
triage areas, and some are
reserved for a large-scale event
and would be sent to an area set
up to treat the walking wounded.

JH: Any time there is this
much penetrating injury, the
blood supply can get taxed
pretty quickly. Were there
any issues with transfusion
protocols or supply?

MC: Early on, the blood bank
called hospital incident command
and sent over 100 additional

units of blood. They ended up
transfusing 441 units of blood in
the first 24 hours after the incident.

JH: Just getting everyone
registered in a mass casualty
incident is challenging—
how did you handle that?

continued on page 7
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The ASPR TRACIE document Tips for Retaining and Caring for Staff
After a Disaster shares general promising practices—categorized by

immediate and short-term needs—for facility executives to consider
when trying to retain and care for staff after a disaster.

CS: We assign a “Doe name”
for every unidentified trauma
patient—this is linked to a

city, month, and name (e.g.,
Albany June Doe). We move
alphabetically as patients arrive,
and we use pre-printed labels.

GP: While this system—which

is part of our mass-casualty
process—is useful when there are
two or three patients and allows
them to immediately receive
blood and other treatments, in
this case, with so many patients,
electronic order entry and patient
tracking became a challenge.
Normally, we use our electronic
board to track patients, but during
this rapid patient influx, following
patient movement within or out

of the department was difficult.

JH: How long did it take
you to identify patients and
use their actual names?

CS: On average, between 24 and
48 hours, we change the patient’s
Doe name. In this instance,

we had all patients except one
identified within 24 hours.

MC: We put an administrator in

loved ones emailed her almost
300 messages containing pictures
and other identifying information.
We took those pictures from
bedside to bedside, identifying
victims. We have since created

a website that we can activate

in a mass-casualty event that

will allow family members to
share identifying information.

MC: Initially, the hospital was
locked down, so loved ones were
not allowed to enter. At about
10:30 a.m., they were allowed
access and were taken to a very
large conference room where

we provided them with food,
water, cell phone chargers, and
the like as they awaited news.
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MC: Our hospital psychologist
started meeting with team members
early in the morning; many were
involved in counseling sessions on
their way out. In the first 10 days
after the event, we had 1,200
different team members involved in
counseling sessions—some staff
continue to receive counseling.

JH: Did anything specific
come out of your hotwash
with the team?

GP: We did an immediate hotwash
in the ED, and Dr. Smith had a
separate one with residents and
fellows. We need to continue to
work on communications. This

is often the case when you have

continued on page 8

On June 12, between the
hours of 2:00 and 6:00 a.m.,
there were 6,000 calls
received by the hospital
switchboard. On June 13,
over 5,000 calls were
received. We employed
additional resources to help
with these calls.

— Eric Alberts

charge of identifying patients. She
gave out her email address, and

7
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continued from page 7

drills—we are in the ED wondering
what’s coming in next and we
depend on our EMS partners to
communicate that to us. There were
also some issues with intra-hospital
communications. Law enforcement
radios, for example, would not work
in some areas of the hospital.

JH: How many surgical
procedures were performed
over the first 24 hours?

MC: Twenty-eight procedures.
One of our most critically ill
patients went back four times in
the first 24 hours. We set aside
two ORs the next day that were
dedicated to damage control
laparotomies and orthopedic
takebacks. By the end of the first
week, we had done 54 cases,
and there was a total of 78 cases
just for the Pulse victims.

JH: How did that affect
clinic and OR schedules?

CS: We were open for elective
cases that Sunday—we had
about 13 scheduled (some were
postponed to accommodate Pulse
victims). We normally have one
room set aside for emergent and
urgent cases and we arranged
the cases to allow for another

one and brought in another

team to staff the extra OR.

the EXCHANGE

JH: As patients became reunited
with loved ones, were there staff
on site who were able to provide
behavioral health support?

MC: We had chaplains,
psychologists, and licensed
clinical social workers available
working with patients and
family members alike.

JH: Can you tell us more about
the family reunification process?

MC: At 2:00 p.m., once we had
identified all but one victim, we

met with about 400 people in the
conference room and explained that
we had a list of victims the hospital
had received. We asked permission
from the loved ones there to read
the list. We also explained what
HIPAA was, and that because this
was a mass casualty situation, a
provision in HIPAA allowed us to
divulge information we would not
normally be able to share. We
asked if anyone in the room had a
problem with that—some of them
literally shouted that they wanted

to hear the list. Dr. Ibrahim read

the list of all patients they had in
the hospital along with their status.
We then took those families to their
loved ones’ bedside. There was a
similar group offsite being managed
by the FBI; the hospital president

To learn more about HIPAA and sharing information during an
emergency, access ASPR TRACIE’s HIPAA and Disasters:

What Emergency Professionals Need to Know.
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In essence, we had our
patients’ families, the medical
examiner patients’ families,
and the families of patients
from a separate hospital

reporting to ORMC to try to
locate their loved ones.

— Eric Alberts

and corporate chief operating officer
met with them and read off a similar
list. It was there that they were
actually able to identify the final
victim. His family had been told that
he was dead, but he had survived.

JH: What was the process
for escorting people to their
loved ones’ bedside and
how long did it take?

MC: We paired chaplains,

social workers, and hospital
administrators up with a couple
of loved ones at a time to take
them upstairs. | was working with
the families in the waiting room
who were being notified that their
loved ones had died. This process
went from 9:00 a.m. to about
4:30 p.m. Sunday. If families did
not hear their loved one’s name
listed as a patient within ORMC,
they were directed to the family
assistance center for additional
information about their loved one.
We maintained two centers—one

continued on page 9
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continued from page 8

inside the hospital, and once
that was at capacity, we were
given a large conference room
at the Hampton Inn a block away
from afternoon to evening. The
City and FBI did not open any
family assistance centers until
Monday morning at a nearby

Eric Alberts, Emergency Preparedness Manager, Orlando Health, Inc.,

and Pulse HICS-Liaison Officer

We take preparing for, responding

to, and recovering from emergencies
seriously here at ORMC. We feel

like this is not only what we want

to do, and what the community we
service expects, but it is also what

our accrediting and regulatory bodies
require from us. As with any incident,
there will always be components that
need to be corrected or fixed, no matter
how well you think you may have
responded to it. Our After Action Report
on the Pulse shooting response is 51
pages long and lists several areas of
improvement. Through it all there are
several reoccurring themes, such as:

» Emergency Preparedness/
Management training, education,
and exercises do matter and
should be treated seriously—
they do save lives.

» Collaboration and coordination
with both internal and external
stakeholders is extremely important,
especially for someone in my role.
If you only know one personina

9
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senior center, but by then many
loved ones had gone home.

This was one of the things they
had not planned for. While

our hospital disaster plan
accommodates all of our patients
and their families, we did not

critical area, take the time now to
get to know two or three people to
ensure you can reach someone in
an emergency. Coordinate and plan
with these stakeholders; get to know
them now. If they don’t know you
and trust you now, they may not
answer your phone call, email, or text
message during a disaster. No one
likes to feel like they are stranded

on an island, and this is how it
would feel; you cannot respond to

a major emergency like this alone.

» Communication will always be
an issue, no matter what. History
shows us that no matter whether
you conduct an exercise or respond
to areal incident, and no matter how
much effort you put into a crisis
communications plan, there will
always be communications gaps
and issues. With that in mind, plan
ahead now: Communications from
people, systems, and equipment
all fail at one point or another,
and redundancy matters.

2016 VOLUME 1  ISSUE 3

anticipate being the source of all
information for everybody. Anytime
the media, the FBI, or the OPD
encountered a family member—
particularly in the first few hours—
they told them to come to ORMC.

continued on page 10

On a more personal note, we typically
hear that all disasters are local, meaning
they occur and are responded to

locally (at least initially and then are
supported by others later on). The one
thing that you rarely hear about in a
class, seminar, or webinar is how close
these disasters truly are to you, your
employees, and the organization. This
incident occurred no more than half a
mile from ORMC and involved people
our team members knew. In some
cases, families we knew lost loved
ones. In other words, the tragedy hurts
twice as much, because the victims
were people we knew either directly or
through others close to us. That really
does make it harder for everyone to deal
with. The hospital recently established
a memorial site on our property at Lake
Beauty Park. We now have a permanent
memorial for victim’s families and our
team members to visit and remember
those who lost their lives that morning.

TRACIE
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Memorial for victims of the Pulse nightclub shooting. Photo courtesy of Eric Alberts, Orlando Health, Inc.

John Hick comments: Mass
violence events can result in a
large number of very severely
injured casualties presenting

in a very short period of time.
When possible, distribution of
casualties with lesser injuries to
other facilities is optimal, but with
this scene so close to ORMC (and
it being the only Level 1 trauma
center) it is fortunate that they
were able to meet all the victims’
needs. Common themes emerge
from this experience that hospitals
will want to examine, including
notification processes (particularly
off-hours), security issues during
these events, high levels of blood
product use for mass violence
events and other supply shortages,
difficulty keeping up with health
records during the initial wave of

victims, and, as always, family
reunification challenges that can
persist for hours to days and can
be exacerbated when there is a
delay in establishing a community
family assistance center. We also
need to ensure that our clinical
staff are trained in triage practices
and scarce resource Ssituations.
For example, while more chest
tube trays were easily available to
ORMC, in the absence of those
supplies, finger thoracostomies on
intubated patients or improvised
one-way valves on the chest tube
ends can also be life-saving.

We greatly appreciate the staff
from ORMC sharing their ED,
emergency management, and
surgical response perspectives to
this tragedy. m

Relevant ASPR TRACIE
Resources and Topic
Collections:

Explosives and Mass Shootings
Family Reunification and Support
Fatality Management

Healthcare Facility Evacuation/
Sheltering

Hospital Surge Capacity and
Immediate Bed Availability

Incident Management

Post-Mass Shooting Programs
and Resources Overview

Pre-Hospital

Workplace Violence
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Active Shooters: A Hospital Security Director Reflects on a

Decade of Changes

Contributed by Jason Berenstein, CHP, CHSP

In 2006, | was working as a police
officer in the ED with the St. John’s
(MI) Hospital Police Authority near
Detroit. One night, a family member
brought a relative to the hospital
seeking mental health treatment.
They were arguing, and just before
they got to the metal detector, the
man being brought in for treatment
pulled out a gun and shot his
relative. Police officers who were
stationed in the area witnessed
what had taken place and returned
fire, shooting the armed subject. |
responded to the scene as | was
only 20 seconds away. | vividly
remember only being able to

hear myself breathe. My training
immediately kicked in and | began
to scan the area for further threats.
| ensured the area was safe while
protecting the crime scene.

Workplace active shooter situations
most often occur with little to no

1

notice, and training can mean the
difference between life and death.
Now, 10 years after that active
shooter incident, as the current
Director of Security for Oakland
Regional Hospital (MI), | still

use this real-life example when |
deliver active shooter training to
new employees. Based on the U.S
Department of Homeland Security’s
Run, Hide, Fight approach, | give
my staff the tools they need to
protect themselves and others.
Once all staff members have
been trained, we practice what
we have learned during table-top
exercises and annual

drills. These hospital-wide

drills include an “active

shooter” who enters the

building and then starts

a rampage using a blank

gun to simulate gunshots,
making the drill more

realistic. (Managers go

RUN

from room-to-room prior to the drill,
notifying patients. We also post
signs at the building’s entrances
on the day of the drill.) Staff often
thank the training team for making
the situation as real as possible
and state how valuable the active
shooter information is. While
nothing beats in-person training
and drills, in the past decade,
technology has made it easier

to train staff online and deliver
supplemental information on active
shooter situations via webinars.

continued on page 12

HIDE >> FIGHT

+_
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continued from page 11

One challenge | encounter when
training staff at my medical center
is that those who provide direct
patient care often raise issues with

having to leave a patient to escape
an active shooter. | encourage them

to use their best judgment based
on the scenario, and remind them
that if they are shot or wounded,
they will not be able to take care
of other wounded individuals.

While training is important, so is
the layout of a facility. Floorplans
that give potential criminals easy
access to staff and patients are
being rerouted, facility emergency
preparedness planners have

had metal detectors installed

at the main entrance, and new
construction often takes crime
prevention through environmental
design into account.

the EXCHANGE

The levels and types of hospital
security still vary across the
country. Facilities may employ
private police departments

and staff buildings with armed
officers, local police officers
who work part-time, or guards
who are armed with less lethal
instruments (e.g., pepper spray
and Tasers). One agency serves
them all—the International
Association for Healthcare
Security and Safety (IAHSS).
With more than 2,000 members,
IAHSS develops resources and
guidance on healthcare facility
security and publishes the
Journal of Healthcare Protection
Management. They also offer
various certification programs.
While many of their resources
are available to members

only, their webpage includes

2016 VOLUME 1  ISSUE 3

What strategies have you
incorporated to harden your
healthcare facilities? We want
to hear from you. Please email
us your input (including tips,

plans, and templates) at

askasprtracie@hhs.gov to

be considered for a future
ASPR TRACIE resource.

information on and links to many
helpful resources that I, as the
Vice Chairperson for the Great
Lakes Chapter, use often. m

Jason Berenstein currently serves
as the Director of Security for
Oakland Regional Hospital (M)
and the Vice Chairperson for the
IAHSS Great Lakes Chapter.
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New HPP Capabilities Emphasize Healthcare Response
Contributed by John Hick, MD; Melissa Harvey, RN, MSPH; and Dan Hanfling, MD

The Hospital Preparedness
Program (HPP) cooperative
agreement is preparing to

enter a new project period in
summer 2017, to complement
the newly-released 2017-2022
Health Care Preparedness and
Response Capabilities. When it
was originally launched in 2002,
HPP concentrated on hospitals
and emergency response. Over
time, the focus shifted from
hospital-based acute care to the
importance of community-based
planning and response activities,
centered on the development of
health care coalitions (HCCs).
HCCs are groups of individual
healthcare and response
organizations, such as hospitals,
EMS, public health agencies,

13

emergency management, and
others that have a stake in
healthcare delivery in a geographic
region. While individual HCC
members are often competitive
healthcare organizations with
differing priorities and objectives,
as a coalition they work together
to ensure that each member

has the necessary real-time
information, medical equipment
and supplies, communication
systems, and healthcare personnel
to respond to an emergency.

The new capabilities sharpen
the focus of the HPP on acute
healthcare service delivery and
emphasize that preparedness
and response are critical to
ensuring the public’s health

during emergencies and
disasters. The four capabilities
were constructed in an additive
fashion—in other words, the first
capability, Foundation for Health
Care and Medical Readiness, can
help HCCs and their individual
members develop the architecture,
processes, and plans necessary
to building an interdisciplinary,
collaborative approach to
emergency preparedness

and response in order for the
remaining capabilities to be
effective. Ultimately, building the
capabilities will enable HCCs

and their members to save lives,
reduce suffering, and ensure the
public’s health following sudden,
no-notice or sustained disasters.

continued on page 14
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continued from page 13

The four capabilities are:

1. Foundation for Health Care
and Medical Readiness:
Includes the establishment
of a sustainable HCC in
each community, composed
of members with strong
relationships that can identify
hazards and risks and prioritize
and address gaps through
planning, training, exercising,
and managing resources.

A critical component of this
capability is the development of
an HCC Preparedness Plan.

2. Health Care and Medical
Response Coordination:
Emphasizes the importance of
healthcare organizations and
the HCC to share and analyze
information, manage and share
resources, and coordinate
strategies to deliver medical
care to all populations during
emergencies and planned
events. Built upon Capability
1, this capability includes
developing an understanding
of each HCC member’s roles
and responsibilities during
a response and developing
an HCC Response Plan.

3. Continuity of Health Care
Service Delivery: Helps
ensure that healthcare
organizations, with support
from the HCC, provide
uninterrupted, optimal medical
care to all populations in the
face of damaged or disabled
healthcare infrastructure.

14
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In addition, this capability
emphasizes the safety of
responders and planning
for simultaneous response
and recovery operations.

4. Medical Surge: Underscores
the need for healthcare
organizations to deliver
timely and efficient care to
their patients even when the
demand for healthcare services
exceeds available supply.
This capability highlights the
importance of having the HCC
coordinate information and
available resources for its
members to better cope with
the demands of an incident.

While HCCs will have different
boundaries, relationships, and
processes to suit their local

needs, they should all have strong
mechanisms to ensure information
sharing, enhance situational
awareness, monitor and assist with
resource requests, and contribute
to consistent strategy and
information development as the
incident requires. Through these
functions, HCCs integrate the
response partners so all entities
are working toward common goals.
Many HCC response activities

will be virtual, and largely consist
of information sharing. The larger
the event, the more coordination
activities may be necessary,
particularly when an event lasts
for days and is dynamic, or when it
has widespread community impact.

2016 VOLUME 1
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Learn more about the
2017-2022 capabilities,
how they have evolved
over time, and what

they mean for you. Click
here to register for the
ASPR TRACIE webinar
on January 11, 2017,
2:30-3:30 ET.

continued on page 15
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continued from page 14

HCCs create critical partnerships
through which a wide range of
planning activities can occur that
increase the nation’s capacity
and capability to respond to
disasters and emergencies. The
new HPP capabilities encourage
identification of gaps that HCC
members can proactively address
to enhance healthcare system
resilience and preparedness,
and emphasize the HCC’s

In this issue of The Exchange, we
review the Orlando Regional Medical
Center response to the June 2016
Pulse nightclub shooting. Lessons
learned from this experience highlighted
the potential role for HCCs to:

» Support coordinated EMS/public
safety response to mass-casualty
incidents and promote best
practices (e.g., use of tourniquets,
active shooter response paradigms)
and provide information to first
responders about evolving safety
and access information (such as
security threats or street closures).

> Assist with casualty distribution
and initial patient tracking by EMS.
In many HCC jurisdictions (including
Orlando), there is only one trauma
center or hospital near an event,
in which case the priority shifts to
redirecting non-trauma cases away
from that facility or assisting with
patient re-distribution or transfer from
a rural facility to referral facilities.
Effective initial patient tracking is

15

the EXCHANGE

coordination role during a
response. Effective coordination
between the facilities, agencies,
and disciplines can ensure that
we get the right resources and
information to the right place

at the right time to provide
timely and effective support to
our communities’ needs. m

John Hick currently serves as the
Lead Editor for ASPR TRACIE and

critical to understanding the casualty
loads at each hospital and beginning
the process of family reunification—
especially when victims are taken

to more than one hospital.

» Ensure hospital surge capacity
planning, including notification
systems, surge plans, and adequate
resources, based on the size and
scope of the services provided by
the hospital. As seen in Orlando,
challenges often occur in the
notification process. Prior planning to
optimize the types and numbers of
response personnel that are mobilized
and clear expectations for their
availability can help. In real time, a
method to maintain communications
with staff to inform them of key safety
issues is critically important. Hospital
planning for disasters is multifaceted,
and through Capability 4 (Medical
Surge), coalitions can help ensure
that planning for conventional,
contingency, and crisis conditions
occurs and can scale to engage other
facilities and resources as needed.

2016 VOLUME 1  ISSUE 3

practices at the Hennepin County
(MN) Medical Center. Melissa Harvey
is the Director of ASPR’s Division of
National Healthcare Preparedness
Programs. Dan Hanfling is a
Contributing Scholar at the UPMC
Center for Health Security, a member
of InterAgency Board, an Attending
Physician for BestPractices, Inc. (a
division of EmCare), and Clinical
Professor of Emergency Medicine,
George Washington University.

» Provide a mechanism for
coordinated patient tracking
and family reunification at the
community level. This is a common
issue in disasters, and one the HCC is
uniquely able to assist with as a liaison
between the major players that allows
for rapid exchange of information and
facilitates implementing systems and
plans for assistance center activities.

> Address security threats at
healthcare facilities in a coordinated
fashion. This may include training
personnel, implementing security
systems or procedures at the facility
to prevent secondary criminal actions
during a mass violence event,
interfacing with law enforcement,
and planning for shelter and
evacuation activities and support.

» Support the hospital’s response
through partner activities (e.g.,
establishing agreements with a local
blood bank to augment supplies to the
trauma center after a mass shooting).

TRACIE
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RECOMMENDED RESOURCES

ASPR TRACIE has developed several Topic Collections that can
be used to plan for, respond to, and recover from no-notice events,
including Explosives and Mass Shooting; Workplace Violence; and
Family Reunification and Support. Be sure to bookmark our page
that includes all comprehensively-developed Topic Collections, as it
is updated often.

B TECHNICAL
RESOURCES

When disaster strikes, the ripple effects can be significant. Healthcare
providers and staff who maintain facility operations are not immune to
these negative effects. Access Tips for Retaining and Caring for Staff
After a Disaster to learn more about general promising practices—
categorized by immediate and short-term needs—for facility executives
to consider when trying to retain and care for staff after a disaster.

* ASSISTANCE
@ CENTER

You can also access a summary sample of TA requests, which range
from providing individuals with topic-specific resources (e.g., hazard
vulnerability assessments) to researching and providing individuals
with topic-specific resources (e.g., coalition supply cache lessons
learned, hospital stockpiling resources, crisis standards of care).

Register for the ASPR TRACIE Information Exchange, where you can
click on the Explosives and Mass Shooting thread and share your
opinions and resources with us and your colleagues. Already have an
account? Simply log in and share your feedback!

INFORMATION
EXCHANGE

Need help registering for the Information Exchange? Access our
quick tutorial here.

TRACIE
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https://asprtracie.hhs.gov/technical-resources/75/Workplace-Violence/75
https://asprtracie.hhs.gov/technical-resources/64/Family-Reunification-and-Support/64
https://asprtracie.hhs.gov/technical-resources/topic-collection
https://asprtracie.hhs.gov/documents/tips-for-retaining-and-caring-for-staff-after-disaster.pdf
https://asprtracie.hhs.gov/documents/tips-for-retaining-and-caring-for-staff-after-disaster.pdf
https://asprtracie.hhs.gov/documents/ASPR-TRACIE-TTA-Requests.pdf
https://asprtracie.hhs.gov/register
https://asprtracie.hhs.gov/information-exchange/db/categories/17/ASPR-TRACIE-Topic-Areas/73/Explosives--bomb-blast-and-Mass-Shooting
https://www.youtube.com/watch?v=8AbpnjNjj1w&feature=youtu.be

UPCOMING 2016—-2017 EVENTS

December

December 4-7; Orlando, FL

Institute for Healthcare Improvement National
Forum on Quality Improvement in Health Care

The National Forum (December 4 and 5) offers
highly interactive sessions, and the General
Conference (December 6 and 7) includes keynotes,
more than 100 workshops, an exhibit hall, and
networking opportunities.

December 13-15; Washington, DC

National Healthcare Coalition Preparedness
Conference (joint event with National Pediatric
Disaster Conference)

Check out ASPR TRACIE at this conference
which “exists for coalitions, by coalitions” and
presents opportunities for members to learn about
the implementation of healthcare coalitions and
coalition activities.
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January

January 11; Webinar

Learning More About the 2017—2022 Health Care
Preparedness and Response Capabilities

This ASPR TRACIE webinar will help attendees
learn more about the 2017-2022 capabilities, how
they have evolved over time, and what they mean
for healthcare planners and providers.

February

February 23-25; Salt Lake City, UT
EMS Today

Attendees can network and learn more about
current issues affecting the emergency medical
services field (e.g., responder safety and health,
community paramedicine, burn disasters, and active
shooter events).
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ASPR TRACIE:

Your Healthcare Emergency Preparedness
Information Gateway

The Exchange is produced by the Office of the
Assistant Secretary for Preparedness and Response
(ASPR) Technical Resources, Assistance Center, and
Information Exchange (TRACIE). Through the pages
of The Exchange, emergency health professionals
share firsthand experiences, information, and resources
while examining the disaster medicine, healthcare
system preparedness, and public health emergency
preparedness issues that are important to the field.
To receive The Exchange, please go to ASPR
TRACIE’s homepage (https://asprtracie.hhs.gov/),
and enter your email address in the “Subscribe to the
ASPR TRACIE Listserv” box on the bottom right.

ASPR TRACIE was created to meet the information and
technical assistance needs of ASPR staff, healthcare
coalitions, healthcare entities, healthcare providers,
emergency managers, public health practitioners,

and others working in disaster medicine, healthcare
system preparedness, and public health emergency
preparedness. The infographic illustrates ASPR
TRACIE’s reach since launching in September 2015.

CONTACT US

ASPR TRACIE

Q Toll-Free: 1-844-587-2243
@ askASPRtracie@.hhs.gov
=] nttps:liasprtracie.hhs.gov

ASPR

TRACIE

TN VISITORS
TECHNICAL
ASSISTANCE ~900
REQUESTS

Types of professionals requesting TTA:

+ Healthcare Professional + Healthcare Coalition
+ Federal, State, Local, Tribal Government  + Healthcare Association

+ Hospital + Academia

~65 TOPIC
¥ w w w 'I‘
COMPREHENSIVELY
OF SUBJECT MATTER
EXPERT CADRE MEMBERS:

it

Most frequently viewed topic collections:

+ EOP/EMP
+ HCC Development/
Organization

+ Natural Disasters

+Hazard Vulnerability/
Risk Assessment

INFORMATION

EXCHANGE MEMBERS:

E ASPR TRACIE

bt veneers: >13,000
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ASPR

ASSISTANT SECRETARY FOR
PREPAREDNESS AND RESPONSE

The Exchange is not responsible for the information provided by any
webpages, materials, or organizations referenced in this publication.
Although The Exchange includes valuable articles and collections of
information, ASPR does not necessarily endorse any specific products
or services provided by public or private organizations unless expressly
stated. In addition, ASPR does not necessarily endorse the views
expressed by such sites or organizations, nor does ASPR warrant the
validity of any information or its fitness for any particular purpose.
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