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An Overview of the Health Care Facility Armed Assailant 
Planning Considerations Tool

Access the recording here: https://
attendee.gotowebinar.com/recording/515834115128723291 
 Access the speaker series here: 
https://files.asprtracie.hhs.gov/documents/aspr-tracie-
health-care-workplace-violence-speaker-series-summary.pdf 

https://attendee.gotowebinar.com/recording/515834115128723291
https://files.asprtracie.hhs.gov/documents/aspr-tracie-health-care-workplace-violence-speaker-series-summary.pdf
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Workplace Violence

• Was a problem before COVID-19
• Exacerbated by pandemic
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IAHSS Foundation 2022 Crime Survey Results

2020 2021

Rate of hospital violent crime incidents per 100 beds 1.7 2.5

Rate of assaults per 100 beds 14.2 17.7



• 2010-2020: 39 shootings in accredited health care facilities 
39 deaths (21 staff members, 18 patients)

Reasons: grudge, suicide attempt, euthanizing ill relative, prisoner escape

Locations: emergency department, parking lot, patient rooms

•
•
•

Access the issue here: https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-issue14.pdf 

https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-issue14.pdf


• Four sections: 
– Mitigation
– Preparedness
– Response
– Recovery

• Includes various 
components under each 
section and links to related 
resources
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On-Campus Armed Assailant Planning 
Considerations 

https://files.asprtracie.hhs.gov/document
s/on-campus-hospital-armed-assailant-
planning-considerations.pdf 

https://files.asprtracie.hhs.gov/documents/on-campus-hospital-armed-assailant-planning-considerations.pdf
https://files.asprtracie.hhs.gov/documents/on-campus-hospital-armed-assailant-planning-considerations.pdf
https://files.asprtracie.hhs.gov/documents/on-campus-hospital-armed-assailant-planning-considerations.pdf
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Mitigation

6

Violence 
prevention

• Plans
• De-escalation 

training
• Tracking systems
• Meet with local 

law enforcement 

Facility design 

• Safe rooms
• Signage
• Communications 

throughout 
• Place kits with 

AEDs throughout 
facility

Video monitoring

• Link cameras to 
mobile devices

• Label cameras
• Ensure able to 

record
• Place monitors 

on emergency 
power

Public entrance 
control

• Limit 
visitor/patient 
entrances

• Screening 
protocols 

• Consider 
weapons 
screening

• Zoned access 
plan

Facility security 
staff

• Provide presence 
at entrance(s)

• Station armed 
staff on site

• Have surge staff 
plans with local 
law enforcement 
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Preparedness 
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Support for 
responding LE

• Help local LE get 
familiar with 
floorplan

• Determine radio 
dead spots

• Create go-kits for 
responding LE

• Stress which 
areas to be 
cleared first

Identifying 
refuge/escape 

options

• Clear exit/stair  
markings

• Provide staff 
with related 
training

• Ensure specific 
items (e.g., 
telephone, 
material to block 
door) are 
available

Staff policies and 
training

• Provide to all, 
including 
temporary staff

• Identify 
“monitor” on 
every floor to 
help with 
evacuation

• Reminders about 
“tailgating”

Security policies

• Specific to 
degree of 
engagement

• For 
alerting/callback

• For integration 
with local LE

• For management 
arriving to scene

Medical response 
policies

• Clearing of area 
must precede 
medical response

• Augment code 
team, supplies

• Process for 
patient 
movement to 
resuscitation 
area

• How will you 
care for 
wounded 
patients?
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Response
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Activation and 
notification

•Set parameters for 
notification

•Activate access 
control procedures

•Liaison with 
responding LE/fire

Integrated first 
responders and 
facility response

•Share infrastructure 
plans

•Integrate LE into 
security office early

•Provide virtual 
access to footage

•Confirm off-limits 
areas and determine 
ongoing threat

Containment/ 
neutralization

•Lockout elevators, 
close fire doors as 
necessary

•Monitor patients in 
containment area

•Plan for different 
event durations

•Work with LE to 
move patients 

Rescue

•Determine staging 
area in cold zone

•Predetermine “safe 
area” for victim 
assessment

•Alert other hospitals 
of potential 
transfers

•Work with EMS to 
transport

Accountability

•Maintain process for 
patients, staff, and 
visitors

•Determine if any 
patients or staff are 
missing

•Work with LE to 
clear staff to re-
enter buildings



Unclassified//For Public Use

Recovery
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Internal 
communications

• Share initial 
information with 
patients and staff.

• Communicate “all 
clear” to on-site staff.

• Pre-determine who 
will make notifications 
specific to staff 
involvement (i.e., 
injury, death).

External 
communications

• Modify pre-scripted 
messaging.

• Remind staff of social 
media policy.

• Dispel rumors.
• Determine with LE 

when/where to 
conduct press 
conferences.

Service restoration

• Determine any 
services to be 
relocated.

• Reschedule/ relocate 
elective and 
outpatient 
procedures.

• Inspect infrastructure 
within affected area

• Repair, 
decontaminate (hire 
contractor to avoid 
retraumatizing staff)

Family support

• Ensure family 
support and 
reunification plans 
include factors such 
as increased 
telephone operator 
capacity, availability 
of trained staff to 
speak to loved ones, 
expanded access to 
restrooms and 
chargers, and mental 
health support. 
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Recovery (continued)
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LE investigations

• Isolate crime scenes and 
support evidence gathering.

• Coordinate LE-staff interviews.
• Support decedent management.

Staff support 

• Provide immediate 
Psychological First Aid to staff.

• Ensure senior leadership 
visible and communicating 
with staff.

• Call back staff to relieve 
others.

• Develop long-term tracking 
that allows staff to “touch 
base” with mental health 
providers. 

• Provide training to help staff 
deal with past and potential 
incidents. 

After action

• Conduct initial debrief with 
security and clinical staff.

• Activate formal after-action 
analysis process.

• Identify legal issues (e.g., 
handling of materials, 
reports).

• Create plan to incorporate 
lessons learned.
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Related ASPR TRACIE Resources

• On-Campus Armed Assailant Planning Considerations 
• Topic Collections

– Workplace Violence
– Active Shooter and Explosives
– Responder Safety and Health

• The Exchange, Issue 14: The Impact of Civil Unrest and Workplace 
Violence on Healthcare

• Resource Pages
– Mass Violence
– Disaster Behavioral Health
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https://files.asprtracie.hhs.gov/documents/on-campus-hospital-armed-assailant-planning-considerations.pdf
https://asprtracie.hhs.gov/technical-resources/75/workplace-violence/0
https://asprtracie.hhs.gov/technical-resources/30/active-shooter-and-explosives/0
https://asprtracie.hhs.gov/technical-resources/72/responder-safety-and-health/0
https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-issue14.pdf
https://files.asprtracie.hhs.gov/documents/aspr-tracie-the-exchange-issue14.pdf
https://asprtracie.hhs.gov/mass-violence
https://asprtracie.hhs.gov/dbh-resources
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Contact ASPR TRACIE
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