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Why Cybersecurity and Healthcare 

• Cyberattacks were identified as top threat in

healthcare system Hazard Vulnerability

Analyses (HVAs)

• Recent attacks highlighted the need for a

comprehensive cybersecurity document

tailored for healthcare operations

• Lessons learned and best practices should be

shared across the health sector to improve

preparedness and response efforts
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  Access speaker bios here: https://files.asprtracie.hhs.gov/documents/healthcare-
operations-speaker-series-cybersecurity-considerations-speaker-bios.pdf 

Healthcare System Cybersecurity: 

Readiness and Response Considerations 

https://files.asprtracie.hhs.gov/documents/aspr-tracie-healthcare-system-

cybersercurity-readiness-response.pdf 
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ASPR TRACIE Cybersecurity Resources 

• Cybersecurity Topic Collection 

• Exchange Issue 2: Cybersecurity and Cyber Hygiene 

• Cybersecurity and Healthcare Facilities Video 
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Scope of Resource 

Specific Focus 

• Impact of a  large -scale  cyberattack  on  a  healthcare  facility/organization 

• Disruptions  on  routine  healthcare  operations  across  clinical and  non -clinical

departments 

• Ability  to  maintain  quality patient care  and  critical business  practices 

 

Limited  Coverage 

• Overview  of general cybersecurity  practices,  industry  standards 

• Does  not cover in  depth  IT protocol,  medical device/equipment protection 

• Additional information  available in  Resources and Appendix sections 
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 Structure: Sections & Navigation 

• Left hand  navigation  bar 
• Table  of contents layout 
• Easier  topic identification 

• Standard  security practices 
• System evaluations 
• Readiness  activities 

• Assessing  impact 
• Incident command 
• Downtime procedures 

• Long-term effects 
• Resumption of services 
• Demobilization 
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Structure: Additional Resources 

• Operational Checklists (Links) 

• 

• Related Resources (End) 

• Appendix (Link) 

• Other ASPR TRACIE 
Products (Link) 

Promising Practices (Call Out Box) 
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Operational Checklists 

Critical steps to take when preparing for and functioning 

within a modified operational state during a cyber incident 

• Hospital Downtime Preparedness Checklist 

• Hospital Downtime Operations Checklist 

Strategies to consider to ensure effective response and 

recovery from a cyber incident 

• Cyber Incident Response Checklist 

• System Restoration Checklist 
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Promising Practices 
Collection of lessons learned and best 

practices to help ensure readiness and 

effective continuity of operations in the 

event of a cyberattack 

• IT Readiness Promising Practices 

• Exercise Promising Practices 

• Clinical Promising Practices 

• Downtime Documentation Promising 

Practices 

• Downtime Financial Promising Practices 

10 



Unclassified//For Public Use  

 

  
   

  
  

  

 
 

   
    

Section 1. Preparedness & Mitigation 

Cybersecurity Readiness 

• Standard IT preparedness principles 
• Facility considerations based on size, need (federal services/support) 

Routine  Mitigation 

• Ongoing system and infrastructure protection practices 
• Incident management planning (emergency management plans/structures) 
• Common facility/administrative considerations (alerting, communications, legal) 

IT  Evaluations  & Exercises 

• Identify and mission critical assets/functions, workflows for prioritization 
• Review routine exercises used to inform readiness (drills, white hat) 

Downtime  Principles 

• Properly preparing for downtime (defining downtime, documentation needs) 
• Preparing workforce for disruptions associated with downtime 
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Section 2. Response 

Assessing  Impact 

• Identifying a cyber incident 
• Determining scope/impact level 
• Understanding triggers and alerting 

Incident Command  Principles 

• Determine proper response protocol 
• Implement the Incident Management Team (IMT)/structure 
• Ensure collaboration/inclusion across departments, facilities 
• Communicate/share information related to the incident 

Workforce  Resilience 

• Staffing adjustments 
• Additional support needs 
• Gaps in patient care/services 
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Section 2. Response 

Downtime  Procedures 

• Downtime forms 
• Downtime operations 
• Downtime financial practices 

Operational Considerations 

• Consistency in response practices 
• Handling of Electronic Health Records, patient data 
• New communication channels (email/phone disrupted, web-based incident 

management system, radios) 
• Disruption of medical services, need to reduce patient volume 

Clinical Considerations 

• Facilitating patient medical orders 
• Establishing workstations 
• Postponing administrative tasks (hiring, evaluations, HR services) 
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Section 2. Response (continued) 

Communication/Information  Sharing 

• Implement communication plan 
• Manage/coordinate messaging 
• Internal communication protocol 
• External communication protocol 

Facility Security 

• Impact to controlled access points 
• Workarounds for monitoring patients (mother/child, psychiatric departments) 
• New security protocol (security officers, sign-in sheets, visitor restrictions) 
• Securing access to restricted areas (drug cabinets, supply areas) 

Safety Considerations 

• Proper engagement and protocol to report incidents 
• Safety form workflow 
• Emphasis on medical order safety protocol 
• Patient verification 
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Section 3. Recovery 

Recovery  Principles 

• Timeline to recovery 
• Continued staff schedule adjustments 
• Status updates 

Resumption  of Medical Services/Equipment 

• Resume services based on previous assessments 
• Validate operational function of devices/equipment 
• Resume suspended in-patient procedures 

Records  Reconciliation 

• Financial best practices 
Reconstitution of medical records 

Demobilization 

• Criteria for de-

• 

escalation 
• Post incident documentation/activities 
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 Contact ASPR TRACIE 

asprtracie.hhs.gov 1-844-5-TRACIE askasprtracie@hhs.gov 
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