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Healthcare System Cybersecurity: 
Readiness and Response Considerations 

Access the report here: https://files.asprtracie.hhs.gov/documents/aspr-
tracie-healthcare-system-cybersercurity-readiness-response.pdf 
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ASPR TRACIE Cybersecurity Resources 

• 

• 

• 

Cybersecurity Topic Collection 

Exchange Issue 2: Cybersecurity and Cyber Hygiene 

Cybersecurity and Healthcare Facilities Video 
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Why Cybersecurity and Healthcare 
• 

• 

• 

Cyberattacks were identified as top threat in 
healthcare system Hazard Vulnerability 
Analyses (HVAs) 

Recent attacks highlighted the need for a 
comprehensive cybersecurity document 
tailored for healthcare operations 

Lessons learned and best practices should be 
shared across the health sector to improve 
preparedness and response efforts 
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Scope  of Resource 
Specific Focus 

• Impact  of a large-scale cyberattack on a healthcare facility/organization 
Disruptions on routine healthcare operations across clinical  and non-clinical 
departments 
Ability  to maintain quality pat ient  care and critical  business practices 

• 

• 

Limited Coverage 
• Overview  of general  cybersecurity practices,  industry standards 

Does not cover  in depth IT  protocol,  medical device/equipment protection 
Additional information available in Resources and Appendix sections 

• 
• 
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QUICK LINKS 

PREPAREDNESS & 
MITIGATION 

RESPONSE 

RECOVERY 

INTRODUCTION 
As pan.of og na00f1's crilic31 infrasttudln, healthcare facilities 
largeandsmalmustbeproactiveandmove qt.icklytoprolecl 

tnemsetves from cyberattacks 1hat could directly imp~ the 
healtt1andsalel)'ofpatientsancllhecommunfyatlarge 

According kl medical ~ experts experienced incyberseany 
preparedness, cyberal1ack.sareiGenooedaslhe10plhreatin 
ITlil'lyheallhcaresystems'annualHazardV!JnerabjilyAnalyses 

(HVA). The federal government, wi1h other pt.t,lic and prtvate 
sectorpanners, hasworkeddiligenllylodefendagainsllhe 

!J'OIWl9IIOOlbel'olcyberattad{sonthehealthcareiKllstry_ 

The U.S OepMmenl o( Health ancl Hwnan Services (HHS) 

OfficeoftheAssislantsecreta,yfotPreparednessand 
Response (ASPR) has sponsored the ASPR Technical 
Resourtlls,AssistanceCenler,ancl ln!OfTllaliooExchange 
(TRACIE)s.Jee2015. Thegoalof ~ istofilgapsin 

healltica-esystempreparednesscapabjliliesbyprovidinglmely, 
innovativewaystosha-e inlormalionandprornisjngpractices 
dumg planning efforts. ASPR TRACIE designed this reSOl#re 

RELATED RESOURCES 

C ersecun To icCollection 

C ersecun andC er 
~(lssue2of 
The Exchange) 

.E.il£l!!fil (Webinar) 

Lessons learned from the 
Medstar Health S stem Outa e 

lo help heallhcare fa<iitie5, ancl lhe systems they may be a part ol, under.lland the rdes and responsioines of 

stakelloldetSbefore, during,al1da1teracyberindclenL11nlOffllationwithinlhisdocumen1iSspedfiealyl'l!laled 
10theeffedsofacybernci:len1onthehealthcareoperationaloovironmen1,spedl'lcallylheabitty10effectively 

care for patients and maintain busness practiCeS and readiness during such an event. While lhe locus of this 
doo.lment is on disruptoos associated With a large-scale cyberattack, many strategieS and principles outlined 
arerelevantloa rangeofcybersea.lrityincidentsandheallhcaretaaitie-s. 

This doo.rnent ciles general C)'ber5ecurily practK;es; ~lional resoorces that cover more amplex 
cybersealrity practices (e.g., those associaled with mecical devices) can De lound in the ~ 

""'"""" ASPR TRACIE aealed the lolowing chff/1:/islS for operalional use· 

Hospital Downtime Operations Checkist 

C'fberlncidentResponseChecklisl 

Hospilal Qownlme Preparedness ChecUst 

CyberlncidentsystemRestoralionChed;lisl 

1forP1410RSdffare:,m,i;e,atWefn:idenlis~as•Adion.ft.:11:er1hwi/!Uleusedanmmillim5)'Sl'emarnefllatjh;ir 
redil;n aaa'ar~~~manilllm!;ilmS)ISleffl,netarort,amtJrlllenoon.am~lfleful•(MSTJ 

ASPR TRACIE HEALTHCARE SYSTEM CYBERSECURITY 
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Structure: Sections & Navigation 
• Left hand navigation bar 
• Table of contents layout 
• Easier topic identification 

• Standard security practices 
• System evaluations 
• Readiness activities 

• Assessing impact 
• Incident command 
• Downtime procedures 

• Long-term effects 
• Resumption of services 
• Demobilization 
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Resources Related to Cybersecurity 

ASPR TRACIE· 

CrilicallnfrastructureProtedionfortheHeaihrareandPublicHeahhSectors 

CVbersect.lityTopiCColection 

Healthcare Preparedness and Respon!'.!! Capabilities 

Exchange Critical issues in Healthcare %,tern Preparedness Cyt,ersecurity 
Paper Based Hospital Records When EHR are Inoperable 

Association 01 Healthcare Emergency Preparedness Professionals: Cybtr threats to the 

~ 

BMC Meda lnlormatics arn:I Decision Cyberseairity of Hlnpitals 

California Emergericy Medical Services Authority 

• lncidenlPlanningGtacle: lntormaOOIITechnology(mFaillse 

• IDcideo1 Bespoose GuPe::: lokfrMrioo Iertmology /W fiih1re 

California Hospital Association: Business Impact An::1lysis Hospital Continuity Planning 

Coonty of Santa Cruz Health Services Agency: Busir.ess Continuity Plan Example 

CREST: cyber security Incident Response Guioe 

Cybefsecwity and Infrastructure security Agency \CISA): 

AJensandTps 

C)tlerHygieneservices 
CybersectSitylnsirance 

CybersecurityQuickLinks 

Ransomwara Gwdance and Resources 
Seg,ityT1D/ST19-0(i,\ 

Supply Chain Risk Management Essentials 

Dt!p¥tment of Health ;md Hooi;m SeJVices 

ASPR Critical lnfrastnJClll"e Prolectkln Blllletin DistributiOO List Retgistration 

CrilicallnfrastructureProtedionfortheHeathrareandPublicHeahhSector5 

CyllersecootyCheckist 
HeallhSectorCyberseg.myCoordinalionCenter(HC3) 

Joint HPH CyberseariyWorkrig GKq,/~ 

, HealthlndusuycybersecuilyPractices 

ASPR TRACIE HEALTHCARE SYSTEM CYBERSECURITY 

-ASPR 
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Structure: Additional Resources 
• Operational Checklists (Links)

Promising Practices (Call  Out Box) • 
• 

•
•

Related Resources (End) 

Appendix (Link)
Other ASPR TRACIE
Products (Link)
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OSPITAL DOWNTI ME PREPAREDNESS CHECKLIST 

Early preparation and proactive plannirig for a possible cybef emergency across the hospital or facility will iM:rease effective 
continuity of operations and ensure pall'!nt safety_ 

� ESlablish a do\Wntime plaMhg team ro oversee preparaoon elforts, manage ongor,g ac:tMties, update planS, reinforce tra ining; 
n:iJde IT e,:perts, fronl-lileprof~. hosplal O!B81ilns staff. 

� SChedule reg!Jar processes for reviewng, updating, appro.-r,g 1X7o111\time procedures, brms, bact-up meoc31 eq.,ipment; 
ensure new/-ipdaied fonns are ccmpian~ approved by apprcpriate leads. 

0 Plan lor extended downtine lisruplioos to healttlc:are q,eralbns and pi!liert care (e.g., affected IT systems pumpt dosing of 

services). Pre-define criteria lor alterilg seNices, facility operations 

� Estabish a"knowledgerenter"orweb-tiase<t lCsystemiostorecyberevent relaied inlonnalion (e.g., status updates, tasks, 
IT SeMCe requests). Ensure staff know hew 10 ~ the sysrem, undemand Imitations (e.g., user can only log in asooe role 
lho\911Meyworkatd~rentfadUiies). 

O Ensll'e~havenecessary doVITllimesottwareandareiesledregutarty. 

� Plan la ITipacted shared ctives ~ operations. Consideropdons br secoodary access to aiiical hformation (e.g., 
hospital polbeS, patient l'lformation, empbyee schedules, on can schedules, staff, and vendor contact inbrmalion) 

O Jderiuty sectl'e and cawenient area(s) in the hospilal ro setup paper-based doWntine wortstalions ror organizirig adrTWlistralive 
records, patient charts, and aders. Enswe t is large enough to accommodate several po-table wortslations a'ld follow tJcilily 
se:urrty~imments 

0 Develop a comprehensive 1st of al biomedi;'al eq~ thei' loc:alim, arid fllerdependendes. Have OOW!llime ~res 
do:llrrented for all e<JJipmenl If re~-bac:11 to the EHR is osrupled, have a downlme procedure wcrtlbw in place 

Haveoffline. 

� Plan a wodaround lorveri~mentrlg heath irrsu'~; coleding payment if financial systems are dovrm (e.g., payroll 
systems, cash payments, FfOCUramenl cards). Develop downline ordemg m bili'lg w01'1d'ow nstnJailns (e.g., use at 
barcooes, harck:opy listolblable514)pies, procedlre,andprocesscodes). 

� Inventory older ~ical equipmenl thal does riot require Internet connectMtyor systems access. Assess li"leil' coodition, 
doaJment location, and log with ol"tef ®.mline doa.mentaoon. 

� Prepareloruseofiic:talion. Createl'IStruclioncardsfor staffunlamiiar WilhltleprocessarlCl lorettlSistencyi'ldictaOOl'lsty,e 
Maintain a cache ofhandheld <Sevices, decide Who Wil rontrol them; identify Where to subm rt (Sevi::eS br tral'ISafltion 

� Have oolormdedpaper on--hirld to easily identify STAT lab order.:i ,andtoprevert.non--ottaadersfrom~ sltlmiled as 
h~ h-prioritydue to lab backklgs wmg downlirle 

0 Pubisll and regulart,' upjak! a reposiory of nursrig slaliln, office, pneumatJ: tlbe station ronbers. 

� Ensla'e adequate supFiieS offokSers, bmeis, hole punchers, larels lor paper charts; avoil haWIQ kl preparelpn:X:1,e items 

dumg a, emergency. Have iromb drives and/or CDs rle8ded to create files . 

� Be prepared to move mpiers/scanneis. Map their locaiioM:apacily (nuimer.s, color/non cola). Ensure adequate paper and 
mer supple-s. Have priniing hslrU:lials available at v«lrkslations for printing rne<ical orders and Olher informaiion not normaly 
ill "pmtable" tormat (Le., hoWtotakea screMStlol, reformat documents forr,mt, sendpbS kl properprilllel') 

+ 
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Operational Checklists 
Critical steps to take when preparing for and functioning 
within a modified operational state during a cyber incident 

• 

• 

Hospital Downtime Preparedness Checklist 

Hospital Downtime Operations Checklist 

Strategies to consider to ensure effective response and 
recovery from a cyber incident 

• 

• 

Cyber Incident Response Checklist 

System Restoration Checklist 
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Promising Practices 
Collection of lessons learned and best 
practices to help ensure readiness and 
effective continuity of operations in the 
event of a cyberattack 

• 

• 

• 

• 

• 

IT Readiness Promising Practices 

Exercise Promising Practices 

Clinical Promising Practices 

Downtime Documentation Promising 

Practices 

Downtime Financial Promising Practices 
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Section 1. Preparedness & Mitigation 
Cybersecurity Readiness 
• Standard IT preparedness principles 
• Facility considerations based on size, need (federal services/support) 

Routine Mitigation 
• Ongoing system and infrastructure protection practices 
• Incident management planning (emergency management plans/structures) 
• Common facility/administrative considerations (alerting, communications, legal) 

IT Evaluations & Exercises 
• Identify and mission critical assets/functions, workflows for prioritization 
• Review routine exercises used to inform readiness (drills, white hat) 

Downtime Principles 
• Properly preparing for downtime (defining downtime, documentation needs) 
• Preparing workforce for disruptions associated with downtime 
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Section 2. Response 
Assessing Impact 
• Identifying a cyber incident 
• Determining scope/impact level 
• Understanding triggers and alerting 

Incident Command Principles 
• Determine proper response protocol 
• Implement the Incident Management Team (IMT)/structure 
• Ensure collaboration/inclusion across departments, facilities 
• Communicate/share information related to the incident 

Workforce Resilience 
• Staffing adjustments 
• Additional support needs 
• Gaps in patient care/services 
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Section 2. Response 
Downtime Procedures 
• Downtime forms 
• Downtime operations 
• Downtime financial practices 

Operational Considerations 
• Consistency in response practices 
• Handling of Electronic Health Records, patient data 
• New communication channels (email/phone disrupted, web-based incident 

management system, radios) 
• Disruption of medical services, need to reduce patient volume 

Clinical Considerations 
• Facilitating patient medical orders 
• Establishing workstations 
• Postponing administrative tasks (hiring, evaluations, HR services) 
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Section 2. Response (continued) 
Communication/Information Sharing 
• Implement communication plan 
• Manage/coordinate messaging 
• Internal communication protocol 
• External communication protocol 

Facility Security 
• Impact to controlled access points 
• Workarounds for monitoring patients (mother/child, psychiatric departments) 
• New security protocol (security officers, sign-in sheets, visitor restrictions) 
• Securing access to restricted areas (drug cabinets, supply areas) 

Safety Considerations 
• Proper engagement and protocol to report incidents 
• Safety form workflow 
• Emphasis on medical order safety protocol 
• Patient verification 
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Section 3. Recovery 
Recovery Principles 
• Timeline to recovery 
• Continued staff schedule adjustments 
• Status updates 

Resumption of  Medical Services/Equipment 
• Resume services based on previous assessments 
• Validate operational function of devices/equipment 
• Resume suspended  in-patient procedures 

Records Reconciliation 
• Financial best practices 
• Reconstitution of medical records 

Demobilization 
• Criteria for de-escalation 
• Post incident documentation/activities 
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asprtracie.hhs.gov 1-844-5-TRACIE askasprtracie@hhs.gov 
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